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One way to spark global action is to send a message in a bottle -addressed to the UN, the
EU, or any institution with the leverage to propose a true global regulatory body for artificial
intelligence. This is the spirit behind the idea of the World AI Regulation Office (WAIRO).
In this paper, I want to address a subject that has been looming over me for months; the ur-
gent need for a global, binding standard for how we regulate, develop, maintain and explain
AI-based products. We have reached a critical point in society where anyone can conceptu-
alize and launch products with the help of AI. While this democratization of innovation is
exciting, it also raises serious concerns: there is no real way to regulate how these products
are implemented, whether they can be maintained, or if they even meet the most basic ethical
standards. With recent technologies, the throughput on the internet of such products is only
increasing by the day. So I feel, like now would be the time to take action. Consider the recent
case of a start-up that claimed to produce complex software with AI, only for it to be revealed
that hundreds of human developers were working behind the scenes. This example highlights
the need for a regulatory office through which any AI-driven, profit-seeking idea must pass.
Such an office would be a consortium of scientists, legal experts, economists, and a multi-
disciplinary jury to validate, adjust, or reject projects based on a universal standard. The goal
here is not to create an ”AI Police”, but rather an impartial, integrity-driven office- a kind of
special operations team for AI oversight. The time for regulation is now, and science should
be regulated by scientists. Every major scientific breakthrough- nuclear energy, genetics- has
eventually been regulated internationally (ish). Now it is AI’s turn, and the need for a unified
global regulation is undeniable. This paper will formally introduce the concept of a single,
binding global regulation office for AI and explore why the idea is gaining traction. I will
first formally present WAIRO and the conceptual structure of this office. Then I will review
what already exists, why current efforts are only partially effective, and how they could be
improved. I will also discuss the multiple international bodies (UN, OECD, UNESCO, GPAI)
and the groundwork they have laid with principles and guidelines—most of which remain op-
tional. Next, I will explain why creating a universal reference is possible, but would require
overcoming significant political, legal, and technical challenges. I will also illustrate the need
for a global regulatory office with misuse of AI in the last 20 years. Finally, I will conclude by
making a formal request to any authority that this matter might concern to start brainstorming
on this concept.

0 The World Artificial Intelligence Regulation
Office (WAIRO) - A Framework for Global
Governance

The rapid, uncoordinated proliferation of Artificial Intel-
ligence presents a dual reality: a revolutionary force with
tons of promise for human betterment with a landscape
of undefined but easily imaginable risks.[1] The real chal-
lenge here is to strike a balance between unlocking AI’s
huge potential and mitigating its capacity for harm, a task
that demands a concerted global effort.[1] It is within this
context that I propose the establishment of a single, binding
global authority: The World Artificial Intelligence Regula-
tion Office (WAIRO).

WAIRO is conceived as an impartial, integrity-driven of-
fice dedicated to the oversight of AI. Its mission is to en-
sure that AI-based products and systems are developed, de-
ployed, and maintained in a manner that is safe, transpar-

ent, ethical, and accountable. This office would not serve
as ”AI police” to stifle progress, but rather as a multidis-
ciplinary consortium of experts guiding innovation toward
the betterment of society. The goal is to move beyond the
current fragmented landscape, where voluntary principles
and regional regulations create inconsistencies, and estab-
lish a universal standard.[2, 3]

0.1 Proposed Structure for WAIRO: Theoretical
Organization Structure

WAIRO would be structured as an independent, non-
political entity, ensuring its impartiality. It would operate
through a board composed of the directors of its various
departments, each specializing in a critical domain of AI
governance and representatives of the member states. Any
commercial project or product leveraging AI would be sub-
ject to review by these departments to earn a mandatory
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certification, signifying compliance with global standards.
The proposed departments include:

r Science and Technology Department: This department
would form the technical core of WAIRO.

1. Model Validation and Integrity: It would be re-
sponsible for creating and maintaining a register
of definitions and technical standards for evaluat-
ing AI systems [4]. This includes assessing train-
ing data to ensure it is ”sufficiently relevant, repre-
sentative and free of errors” to prevent algorithmic
bias, which has been shown to have discriminatory
effects in multiple sectors [3, 5, 6].

2. Standard Development: In collaboration with inter-
national bodies like the ISO, this unit would de-
velop and update technical standards for AI safety,
security, and explainability [7, 8]. This ensures that
the regulatory framework remains agile and can
adapt to the velocity of AI development [9].

3. Research and Foresight: An internal research di-
vision would conduct foresight work on emerging
AI technologies, identify potential future risks, and
develop new methodologies for assessment, ensur-
ing the organization remains ahead of the innova-
tion curve. WAIRO could benefit from private and
public sector researchers to reinforce collaboration
and as a display of good faith towards the binding
of the standards.

r Legal and Ethics Department: This department would
ensure that AI applications adhere to legal and ethical
norms.

1. Ethical Compliance: It would assess projects
against a universal set of principles built on exist-
ing frameworks from the OECD and UNESCO,
focusing on transparency, fairness, accountability,
privacy, and human oversight [10, 11].

2. Human Rights and Legal Review: This unit would
ensure that AI systems do not violate international
human rights law [12]. It would also assess whether
the deployment of an AI system is legal within the
intended country of operation and flag any activi-
ties that may require intervention from other regu-
latory bodies.

3. Accountability and Redress: The department
would establish clear mechanisms for account-
ability, ensuring that ultimate responsibility for an
AI system’s actions can be attributed to a human
and that individuals have access to mechanisms for
redress [8, 13].

r Economics and Societal Impact Department: This di-
vision would analyze the broader economic and social
implications of AI deployment.

1. Economic Viability: It would assess the business
plans of AI ventures, validating their financial

models and ensuring the claimed economic bene-
fits of using AI are sound.

2. Socio-Economic Impact Assessment: This unit
would evaluate the potential for societal harm,
such as job displacement or the spread of misin-
formation, and require mitigation strategies [3, 6].
The aim is to shape incentives globally to promote
larger, more inclusive objectives aligned with the
UN’s Sustainable Development Goals [12].

r Ecological Sustainability Department: Recognizing
the significant environmental footprint of AI, this de-
partment would be tasked with ensuring its sustainable
development.

1. Environmental Impact Assessment: It would ana-
lyze the energy consumption and carbon footprint
of developing and running large-scale AI models,
promoting the use of energy-efficient hardware and
sustainable data practices.[8, 14]

2. Green IT Standards: In collaboration with the Sci-
ence and Legal departments, this unit would de-
velop standards and certifications for ”Green AI,”
incentivizing the creation of eco-friendly models
and infrastructure.

0.2 Proposed Structure for WAIRO: Theoretical
Operative Structure
0.2.1 A Phased, Risk-Based Approach

To be effective and avoid becoming an bureaucratic bot-
tleneck that stifles innovation, the World Artificial Intelli-
gence Regulation Office (WAIRO) cannot employ a one-
size-fits-all review process. A chatbot for a local bakery’s
website does not warrant the same level of scrutiny as an
AI system designed for medical diagnostics or financial
market analysis. Therefore, WAIRO’s operative framework
must be grounded in a pragmatic, risk-based methodology.

0.3 Proposed Structure for WAIRO: Key Points
0.3.1 Who Pays for This and Who’s in Charge ?

Financing and Sustainability An hypothesis would be
to propose a hybrid funding strategy. On one panel, we
could implement a Member State Contribution modeled af-
ter the UN or IAEA, with contributions scaled to a coun-
try’s GDP and / or the size of its tech and research sec-
tor. This panel would ensure state-level buy-in. On another
panel, we could add Corporate Certification Fees. High-
risk projects seeking certification would pay a substantial
fee to cover the cost of the rigorous audit. This standard
practice (e.g. FDA user fees for drug approval) and places
the financial burden on the entities profiting from the tech-
nology. Finally, we can rely on Philanthropic Grants with
initial seed funding coming from foundations dedicated to
AI safety and ethics.
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Governance Structure The ”no politicians” rule is a
powerful statement and I believe should remain as a guid-
ing line. However, it is conceptually unworkable. A more
feasible and realistic structure would be to build an exec-
utive council composed of representatives from member
states. This body would handle political negotiations, rat-
ify standards and approve the budget. This is essential for
legitimacy and enforcement power. However, to keep my
guideline of ”no politicians”, there could be an indepen-
dent expert and ethics body. It would be a group of sci-
entists, ethicists, economists, and legal experts. Their role
would be to develop the technical standards and conduct
the audits. The Executive Council would be mandated by
treaty to base its regulatory decisions on the findings of
that independent body, creating a separation of powers that
protects impartiality. The independent council would also
have a veto and more voting power on the verdict of the
jury for the WAIRO certification.

0.3.2 You Can’t Tell Our Country What to Do
This is the biggest political hurdle of the project. And it

will be the main point of discussion, the idea of this sec-
tion is to show a path of enforcement that respects national
sovereignty while achieving global harmonization.

A Scaffolding of Enforcement For the moment, the
only way forward with this political mess would be to
adopt a multi-layered approach:

r Soft Power: The ”WAIRO Certified” mark becomes a
globally recognized symbol of trust and safety. This cre-
ates powerful market pressure, as consumers and busi-
nesses will prefer certified products.r Economic Incentives: We propose that access to major
markets (like the EU, US etc.) or eligibility for govern-
ment procurement contracts be contigent on WAIRO cer-
tification. I believe this is a potent lever that encourages
compliance without direct military or legal force.r Domestic Ratification: The ultimate goal here is for
member states to ratify the WAIRO treaty, which would
legally obligate them to integrate WAIRO’s standards
into their own national laws. WAIRO’s role becomes
the central auditor and standard-setter, bur enforcement
(fines, sanctions) is carried out by national authorities,
this respecting sovereignty.

The Economy Imperative for Regulation To be clear,
this regulation would not be a cost in itself but more of an
investment. A financial investment that is also a moral in-
vestment for shareholders and clients who will be exposed
to the AI-based product that WAIRO would be reviewing.
It can be argued that a single, harmonized global standard
is far cheaper and simpler for multinational corporations to
navigate than the current fragmented patchwork of dozens
of conflicting national regulations. As mentioned before,
this would build market trust. In fact, the lack of trust is
a barrier to adoption. A trusted regulatory framework will

accelerate the safe adoption of beneficial AI, unlocking its
economic potential faster. Finally, it would prevent sys-
temic risk, as it will be presented later on, the cost of NOT
regulating is catastrophic, financially, and socially. A single
rogue AI or bad algorithmic logic could trigger systemic
discrimination of foreigners, and lead to a whole govern-
ment having to change (read the whole paper to understand
my point). The cost of WAIRO is a tiny insurance premium
against economic disaster.

0.3.3 A Step by Step Path to WAIRO
Again, this is only theory, but I think it is important to

present what I would consider a step by step path from our
current situation to the full implementation and active op-
erating framework that is WAIRO:

r Phase 1 (Years 1-2) A Coalition of the Willing: We
need to formalize an international working group under
the auspices of the UN, EU or OECD. The goal is to
agree on a core charter and a set of foundational prin-
ciples. This would essentially be consulting the current
members of the existing regulatory offices and try to find
a consensus on what can be a global, central standard.r Phase 2 (Years 3-4) The Treaty and Pilot Program:
After that, we need to draft and negotiate the WAIRO in-
ternational treaty. We can launch WAIRO with a limited
mandate, focusing only on one or two of the highest-risk
sectors (e.g. medical diagnostic with AI, autonomous
weapons). This launch would demontrate value and
work out the kinks on a smaller scale thereafter.r Phase 3 (Years 5+) Full Operational Capacity: As our
model is proven and more nations ratify the treaty, we
can expand WIARO’s scope to cover all high-risk AI ap-
plications as initially envisioned.

0.4 Advantages and Justification
A unified global framework orchestrated by WAIRO

would address the critical shortcomings of the current frag-
mented approach [2].

First and foremost, WAIRO would establish a universal
set of principles and technical requirements, reducing con-
fusion, lowering compliance costs for global companies,
and fostering international cooperation. [13] This would
compel companies to be more transparent about their tech-
nology, preventing fraudulent claims where human labor is
disguised as an AI-generated product.

Then, unlike the current patchwork of mostly voluntary
guidelines, WAIRO would have a binding mandate.[10]
Through independent audits and risk assessments, it
could hold actors accountable for unethical or harmful
AI use. [15, 16] Additionally, by setting a high, globally-
recognized bar for safety, transparency, and human over-
sight, WAIRO would increase public and corporate trust
in AI, which is essential for its widespread, beneficial
adoption.[8] It would also provide a coordinated, efficient
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crisis response to emerging threats like the misuse of
generative AI.

Finally, WAIRO would champion the development of AI
for human benefit, not purely for profit. It would cultivate
a community of researchers and experts dedicated to en-
suring AI aligns with fundamental human rights and con-
tributes positively to global challenges like climate change
and healthcare. 1

0.5 Challenges and Considerations
The creation of such an office is an ambitious undertak-

ing and faces significant, though not insurmountable, chal-
lenges 2. From an outside point of view, I can understand
the readers’ opinion on this paper as quite ”utopic”. But
hear me out:

r International Cooperation and Sovereignty: Making
a global framework binding would require unprece-
dented international cooperation and legal harmoniza-
tion, navigating the diverse priorities of different nations
regarding privacy, security, and innovation.[3]r Enforcement and Mandatory Adoption: Making
WAIRO’s certification mandatory would be a major
political hurdle. A voluntary, label-based system might
lack influence. A potential solution lies in creating
strong market incentives, such as making compliance
a prerequisite for access to global markets or public
procurement, thereby encouraging alignment. 3r Defining and Adapting Standards: AI is a moving tar-
get. The regulatory framework must be agile enough to
keep pace with innovation without stifling it. [6, 9] This
requires a dynamic governance model that can evolve
standards as technology advances, rather than a static set
of rules that quickly becomes obsolete.

0.6 Operational Framework: A Global Reference
To overcome these challenges, WAIRO would need to

be structured as a globally inclusive and adaptive institu-
tion. Its operational framework would begin by building on
the grounwork laid by the OECD, UNESCO and the G7, a
human-centric model based on values such as transparency,
fairness, accountability, and sustainability. It would also
adopt and develop clear, internationally recognized techni-
cal requirements for explainability and safety, referencing
standards from bodies like ISO and the U.S. National Insti-
tute of Standards and Technology (NIST). As mentionned
before, it would function under a compliance mechanism
such as a certification system supported by a public reg-
istry of approved AI systems and independent audits [4].

1I will admit it is also the aim of the existing instances, but I
had to specify it.

2Will be dependent on current administrations and geopolitical
tendencies. Typically can’t make this happen with FAR RIGHT
goobers to power. I won’t get into it though.

3Very important to not let ourselves get run over by private
conglomerates like the current state of things.

Naturally, the governing board would require representa-
tion from government, industry, and civil society from all
continents, particularly including voices from the Global
South, to ensure legitimacy and address diverse needs.
Such a board would decide on enforcement too and while
it is key, a focus on incentives—such as preferential mar-
ket access—could encourage widespread compliance more
effectively than a purely punitive system.

My aim is to build a consensus based on communica-
tion. The hardest step is the first one, where we can suc-
cessfully gather world leaders/representatives around a ta-
ble and start speaking, pitching this idea, and making them
understand that it cannot go on. I can’t help but think of
the movie ”Arrival” by Denis Villeneuve, where Dr. Banks
(a linguistics professor) unites the nations in order to un-
derstand the gift of the extra-terrestrial heptapods as some-
thing inherently collaborative. The key to a wise and fully
efficient use of AI, or any technology really, is through co-
operation and information sharing.

1 The Current Landscape - A Foundation of
Progress and Fragmentation

The proposal for a World Artificial Intelligence Regula-
tion Office (WAIRO) does not arise in a vacuum. It is pred-
icated on the substantial yet incomplete groundwork laid
by numerous international bodies. While no single, binding
global authority for AI currently exists, a growing consen-
sus on the need for one is clearly present. This section will
analyze the existing patchwork of initiatives—highlighting
both their successes and their systemic limitations—to
demonstrate precisely why a new, unified approach is not
only necessary but also feasible.

1.1 Existing Groundwork: A Patchwork of
Non-Binding Principles

The global community has already made significant
strides in establishing ethical and practical guidelines for
AI. These efforts provide a rich foundation upon which
WAIRO can be built. In my opinion, the hardwork that
constitutes establishing a set of standards and non-binding
rules 4 facilitates the construction of WAIRO, it is now up
to the maturity and responsibility of multiple stake-holders
to unite and act for the common good as grown ups. In
fact, while this groundwork is very valuable, its voluntary
nature, its fragmentation, as well as the inherent greedy na-
ture of Humanity, and self-centered policies is its primary
weakness.

r The United Nations (UN): Through its High-level Ad-
visory Body on AI, the UN has provided a blueprint for
global governance. It recommends the creation of an in-
ternational scientific panel on AI and a global AI stan-
dards exchange, aiming to foster international coopera-
tion and ensure AI benefits are shared globally. How-

4Not for all instances, but in general it’s the case
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ever, these remain recommendations, not requirements
[1]. And as of today, the decisions taken by the UN 5

are too influenced by its political discrepancies, making
communication and cooperation extremely difficult.r The Global Partnership on Artificial Intelligence
(GPAI): As a multi-stakeholder initiative, GPAI brings
together governments, industry, and civil society to ad-
vance human-centric and trustworthy AI. Its work is crit-
ical for building consensus, but its recommendations are
not legally binding, limiting their enforcement power
[4, 5].r The Organization for Economic Co-operation and
Development (OECD): The OECD AI Principles have
become a cornerstone of trustworthy AI, emphasiz-
ing transparency, accountability, and human-centric de-
sign. They, too, propose non-binding principles that are
widely referenced and have significantly influenced na-
tional regulations, setting a high standard for safety and
trust. [6, 12]r UNESCO Recommendation on the Ethics of AI:
Adopted by 194 member states, this recommendation
represents the first global standard-setting instrument on
AI ethics. It provides a comprehensive framework fo-
cused on fairness and human oversight, yet it is a set of
guidelines rather than enforceable law [7].r The International Organization for Standardization
(ISO): On a technical level, the ISO has developed cru-
cial standards for AI, including those for explainability
(e.g. ISO/IEC TR 24028). However, as with the other
initiatives adoption is entirely voluntary [8].

The consensus among these bodies is clear: AI must be
transparent, accountable, and aligned with human rights.
The missing component is a mechanism to translate these
shared principles into universally binding and enforceable
standards to prevent abusive uses, and unlawful/unethical
development.

1.2 What is Working: Successes of a
Fragmented System

Despite the lack of a central authority, the current land-
scape has produced several positive outcomes that provide
a strong foundation upon which WAIRO can build. First
is the innovation in regulatory approaches. In fact, diverse
methodologies gave emerged globally, from the risk-based
model of the EU to the principles-based framework in the
UK and outcomes-based approach in the US. This experi-
mentation allows for tailored repsonses to local needs and
rapid adaptation to new challenges [10, 11].

Then, we can all agree that the instances I presented ear-
lier try to raise the bar for safety and trust. The EU AI
Act has set high standards, UNESCO’s recommendations
and the OECD principles have globally raised expectations
for transparency and accountability, influencing both pub-
lic and private sectors. [12]

5Boy could I lash out on this aspect, but I won’t.

Finally, this regulatory activity has driven public and
corporate awareness of AI risks, leading to a greater invest-
ment in explainability, fairness, ans ethical design. Also, it
is clear that several instances have fostered vital dialogue
and sharing of best practices [12, 13].

1.3 What is Not Working: The Case for
Unification

As you can imagine, the fragmentation that allows for
regulatory innovation is also the source of critical defi-
ciencies that undermine global safety and hinder progress.
These are the very challenges a unified body like WAIRO
is designed to solve. No more multiple versions of the same
fact. No more niche, unregulated use of AI.

First and foremost, is comes to logic that differing stan-
dards across jurisdictions create a complex a often contra-
dictory web of rules. For multinational organizations, this
landscape increases compliance costs, creates legal uncer-
tainty, and ultimately cross-border collaboration and inno-
vation [11, 14]. Then comes the pervasive enforcment gaps,
which is probably the most significant failure of the cur-
rent system. Because most frameworks are voluntary, there
are few robust mechanisms to hold actors accountable for
harmful or unethical AI use. This absence of retribution
leaves human rights and public safety vulnerable [14, 16].

Ultimately, many initiatives are regionally focused, often
leaving out crucial voices and perspectives from the Global
South and smaller economies. This not only raises ques-
tions of legitimacy but also leaves truly global challengers
such as cross-border data flows and AI-driven misinforma-
tion, inadequately addressed [10, 16].

1.4 Limitation of the Current System: Examples
In recent years, the evidence overwhelmingly demon-

strates that artificial intelligence is being systematically ex-
ploited for unlawful, unethical, and harmful purposes on
an unprecedented scale. The documented cases span ev-
ery major sector—politics, finance, employment, criminal
justice, surveillance, and warfare—illustrating the urgent
need for a global regulatory framework such as WAIRO.
I’ve made sure that the examples are taken from different
regions of the world to illustrate that differing regulations
are the problem, and that no one is clean on this matter.

Politics and Electoral Manipulation

This is probably the most dangerous and vile misuse
of AI 6. AI-powered election interference has emerged as
a fundamental threat to democratic processes worldwide.
Notably, the 2024 election cycle witnessed numerous in-
stances of AI manipulation:

6I won’t get into my personal political beliefs, but one person
in particular should go fudge himself.
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Pierre Laguer Biden Deepfake Robocall (2024): Fraudsters used AI
voice cloning to impersonate President Biden, telling
4,000-5,000 New Hampshire Democrats not to vote in
the primary [17, 18]. The perpetrator was fined $6 mil-
lion by the FCC and faces criminal charges [19].r Argentina Presidential Election (2023): AI-generated
videos depicted viral candidate Sergio Massa discussing
organ sales revenues, totalling over 30 million views
[20, 21]. This marked one of the first major AI-driven
election campaign.r Turkey Presidential Campaign (2023): President
Erdoğan’s team distributed deepfake videos showing op-
position candidate Kemal Kılıçdaroğlu being endorsed
by a designated terrorist organization [20].

The sophistication and scale of these attacks are accel-
erating. A 3,000% increase in deepfake attempts was re-
ported in 2023, with election officials across battleground
states now conducting tabletop exercises specifically to
prepare for AI-generated disinformation [22, 18].

In such case, WAIRO would flag content on the inter-
net and mark it as AI-generated when relaying platforms
fail to do so. The said platform would have an obligation
to ban and warn their users against such content as part of
an agreement against certain incentives for example. Such
lack of regulations actively erodes the trust in democratic
institutions and creates irreversible damages to local popu-
lations and geopolitical dynamics.

Financial Crimes and Economic Fraud

AI-enabled financial crimes have reached alarming so-
phisticated levels, with documented losses exceeding $3
billion in recent years.

1.5 Major Corporate Fraud Casesr Arup Hong Kong (2024): An employee authorized
$25 million in transfers after participating in a deep-
fake video conference where all participants—including
the supposed CFO—were AI-generated impersonations
[23, 24]. This represents the largest confirmed deepfake
fraud to date.r The Brad Pitt Scam (2025): Fraudsters have scammed
a French woman out of C830,000 by making her believe
she was dating Brad Pitt [25]. The use of deep-fake here
may not be the main problem, it’s mostly the public igno-
rance. This case illustrates a major issue in public aware-
ness of the capabilities of AI.r UK Energy Company (2019): Fraudsters used AI voice
cloning to impersonate a CEO, resulting in a $243,000
wire transfer [26]. This early case demonstrated the via-
bility of voice synthesis for corporate fraud.r Singapore Multinational (2025): A finance director
nearly lost $670,000 to scammers using deepfakes to im-
personate senior executives in a fabricated video confer-
ence [27].

1.6 Systematic AI-Enabled Financial Crime
The FBI has documented how criminals exploit gener-

ative AI for financial fraud at industrial scale [28]. In Q1
2025 alone, deepfake-enabled fraud caused over $200 mil-
lion in losses [29]. Reports show a 456% increase in AI-
enabled scams between 2024-2025 [30], with criminals us-
ing AI to:

r Generate convincing phishing emails with perfect gram-
mar and personalization [31].r Create synthetic identities for fraud (now representing
85% of identity fraud cases) [32].r Automate voice and video impersonation for social en-
gineering attacks. [33]

1.7 AI Insider Trading and Market Manipulation
Research demonstrates that AI systems can au-

tonomously engage in illegal trading activities. In con-
trolled experiments, GPT-4 models deliberately engaged in
insider trading and systematically lied about their actions
when questioned [34, 35]. When pressured to perform, the
AI made illegal trades based on confidential merger infor-
mation and then crafted deceptive explanations to avoid
detection [36]. Financial experts warn of AI-powered
collusion in markets, where multiple AI systems could
inadvertently coordinate to manipulate prices without
explicit programming to do so [37].

This issue illustrates a major point: the quality of the AI
model and the integrity of the data it is trained on. If the
model does it, he’s seen it before. The lack of transparency
on how AI-based products are made allows this sort of sce-
narios to happen.

Employment Discrimination and Hiring Bias

AI bias in employment decisions has resulted in sys-
tematic discrimination against protected classes, leading to
multiple federal lawsuits.

1.8 Amazon’s Discriminatory Recruitment Tool
For instance, Amazon developed an AI recruitment sys-

tem from 2014 to 2018 that systematically discriminated
again women applicants. The system penalized resumes
containing the word ”women’s” (as in ”women’s chess
club captain” or ”women’s rights”). It downgraded candi-
dates from all-women’s colleges, and favored resumes with
male-associated action verbs like ”executed”, and ”cap-
tured”. The company ultimately stopped the project after
being unable to eliminate the bias [38, 39].

1.9 Workday Age Discrimination Lawsuit
Workday Inc. faces a nationwide collective action law-

suit alleging its AI screening tools discriminate against job
applicants over 40 [40, 41]. Lead plaintiff Derek Mobley
applied to over 100 jobs through Workday’s platform and
was rejected every time, sometimes within minutes. The
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court ruled that AI vendors can be held liable as ”agents”
of employers for discriminatory outcomes [42].

Once again, the need for a regulatory office to assess the
integrity of the data that major AI-based products will be
based on is absolutely essential. To take the argument fur-
ther, there is an obvious need for change of dynamics in
how software/ML Engineers create their products/features
and the rigor with which they construct it basing them-
selves on poor-quality data.

Criminal Justice System Bias

1.10 COMPAS Risk Assessment Discrimination
The widely-used COMPAS risk assessment tool, de-

ployed in 46 US states, incorrectly labels Black defendants
as ”high-risk” at twice the rate of white defendants [43, ?].
A ProPublica investigation found that among defendants
who did not re-offend, Black individuals were twice as
likely to be misclassified as high-risk compared to white
defendants. This bias has real consequences [44]. In fact,
high-risk classification often lead to: higher bail amounts,
pretrial detention, longer sentences, and denial of parole
[45].

Government Surveillance and Authoritarian
Control

1.11 Dutch Childcare Benefits Scandal
One of the most devastating examples of algorithmic

discrimination occurred in the Netherlands, where AI sys-
tems flagged parents with ”foreign-sounding names” and
dual nationality as potentially fraudulent [46, 47]. Between
2005 and 2019 around 26,000 families were wrongly ac-
cused of welfare fraud. They were forced to repay tens
of thousands of euros in benefits. Many were driven in
poverty, bankruptcy, and debt. Of course, the scandal
mainly affected minority and immigrant families. The cri-
sis was so severe that the entire Dutch government re-
signed in January 2021. The government ultimately allo-
cated C2.6 billion in compensation for affected families
[48]. 7

1.12 China’s AI Surveillance Infrastructure
China has deployed the world’s most extensive AI

surveillance system, particularly targeting the Uighur Mus-
lim minority in Xinjiang. More than 13 million Uighurs
subjected to AI-powered mass surveillance, including fa-
cial recognition specifically designed for ”minority identi-
fication”, predictive policing algorithms used to detain in-
dividuals before any crime is commited [49, 50]8. Finally,
they were subjected to the integration of biometric data,
social media monitoring, and behavioral analysis [51, 52].

7I cannot imagine the content of the code in 2005 where AI was
not really a thing. Probably a sequence of regular expressions and
”if-elses” matching ”foreign-sounding names”.

8Ok Minority Report, what a compelling name

1.12.1 Social Credit System
Very famously known in the meme culture, China’s So-

cial Credit System uses AI to score citizens based on social
behavior, with severe restrictions for low scores [49, 53].
More than 17 million people were banned from air travel
in 2018 alone [54, 53]. Restrictions were put in high-speed
rail, hotel bookings and premium schools. And, naturally,
just like in Black Mirror, public shaming occurred by dis-
playing violators’ faces through digital billboards [53, 50].

Military Applications and Autonomous Weapons

1.13 Lethal Autonomous Weapons Systems
(LAWS)

AI-powered weapons capable of selecting and engag-
ing targets without human control are already being de-
veloped and deployed [21, 55]. Weapons such as Kargu-
2 drones reportedly engaged combatants autonomously in
Lybia (2020) [56]. Companies such as Anduril, Palantir,
and Helsing provide actively used AI-enhanced warfare
technologies that raises legislation and ethical questions.
Notably, Ukraine is one of the client of Helsing, and it dis-
played extensive use of AI-enhanced attack drones [57].
Finally, multiple countries including China, Russia, Israel
and the US are investing heavily in autonomous weapons,
which, if used at a large-scale can cause significant damage
that demands regulations and clarification on accountabil-
ity [56].

UN Secretary-General António Guterres has called
lethal autonomous weapons ”politically unacceptable,
morally repugnant and should be banned”. [58] However,
152 countries voted for a UN resolution acknowledging
the dangers, while several major military powers continue
development.

2 The Regulatory Response Gap

Despite growing evidence of widespread and harm-
ful misuse of artificial intelligence, regulatory responses
around the world remain fragmented and inadequate. Ef-
forts such as the European Union’s AI Act (2024) offer a
comprehensive framework, but critical exemptions—such
as for security-related applications—delay full implemen-
tation until 2031 [59]. In the United States, regulations vary
significantly by state, with only New York mandating bias
audits for AI-driven hiring tools [60]. On a global scale,
the United Nations has issued non-binding resolutions con-
cerning autonomous weapons and AI ethics, but these lack
enforceability and accountability [61].

As illustrated with the previous examples, enforcing ex-
isting regulations presents significant challenges. Many vi-
olations result in penalties that are minimal compared to
the harm inflicted. The global nature of AI systems fur-
ther complicates jurisdictional authority and cross-border
enforcement, while the technical sophistication of AI often
obscures wrongdoing, making detection and legal action
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difficult. Meanwhile, reliance on industry self-regulation
has proven ineffective in curbing misuse.

The consequences of regulatory shortcomings are both
financial and human. Financial damages from AI misuse
have surpassed $3 billion, including more than $225 mil-
lion in direct fraud losses during 2024-2025, C2.6 billion
in compensation related to the Dutch childcare benefits
scandal, and over $6 million in regulatory fines. Ongoing
legal costs and settlements add further financial burden. On
a human level, the impact is staggering: 13 million Uighurs
have been subjected to AI-powered surveillance, 26,000
Dutch families were wrongly accused of fraud, and mil-
lions of people continue to face biased AI systems in hiring
processes and criminal justice assessments.

3 The Imperative for Global Action

The evidence presented in the previous section demon-
strates that AI misuse is not a future risk but a current re-
ality causing substantial harm across every sector of so-
ciety. From undermining democratic elections to perpet-
uating racial discrimination, from enabling sophisticated
financial fraud to powering authoritarian surveillance, AI
systems are being systematically exploited for unlawful
and unethical purposes.

The scale, sophistication, and acceleration of these
abuses underscore the urgent need for a comprehensive
global regulatory framework. The current patchwork of na-
tional regulations, voluntary industry standards, and non-
binding international recommendations has proven wholly
inadequate to address the transnational nature and rapid
evolution of AI-enabled harms. However, by building upon
the groundwork of existing institutions while remedying
their structural weaknesses, WAIRO represents the logi-
cal and necessary evolution of AI governance—a transition
from voluntary principles to binding, global action.

Without immediate coordinated international action,
these documented cases represent merely the beginning of
what could become an irreversible erosion of democratic
institutions, human rights, and economic security in the
age of artificial intelligence.

Therefore, I formally urge any authority, interna-
tional institution, or policymaker concerned with the
future of AI to recognize the gravity of this issue and
initiate a collaborative process to brainstorm the con-
cept of a World AI Regulation Office (WAIRO). It
would be nice to consider the inclusion of this subject
in upcoming international summits and policy forums,
and encourage stakeholders to work together toward a
comprehensive, unified framework that safeguards eth-
ical standards, human rights, and democratic values in
this new era.
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